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Versions (May 2026 TNC      ->     Sept 2026)

▪ WFO
• UI 7.2.0
• Orchestrator Core 4.4.2
• Scheduler
• Redis
• Celery

▪ NetBox
• 4.5.8
• Extra workers

▪ LSO
• 2.3.0

▪ WFO
• UI 8.8.2
• Orchestrator Core 5.0.3
• Scheduler
• Redis
• Celery

▪ NetBox
• 4.5.8
• Extra workers

▪ LSO
• 2.4.6



Next steps

• Implement RBAC

• Major upgrade of LSO

• Other minor upgrades

• Move everything to Kubernetes







CPER

CPE replacement project 

(over 180 routers at over 175 
different locations)



CPE Replacement Project – 180+ routers

10 x 1G
   2 x 10G

16 x SFP+        1/10G
   4 x SFP28     1/10/25G

ACX7020

ACX2200



CPER overview

▪ CPER – replacing equipment at ~175 sites around the 
country

▪  - different ports between old and new devices

▪ Outside contractor doing the work

▪ Garwin Liu  - automated production of microplans

▪  needed predicted config

▪  same services, different ports





Workflow 1
Generate expected current config

  for a node sub

    foreach port on node

      foreach service on port

        generate config

=> config for entire current node

(This will be useful for RMA workflow)

Workflow 2
Generate predicted config for CPER

  for a node sub

    foreach port on node

      predict $newport based on mapping

      foreach service on port

        generate config using $newport

=> config for entire future node







Adding a new API endpoint





Migration script – 1/5

1. Modify WFO node sub
2. Validate sync state
3. Discover ports and services
4. Create new Netbox interfaces
5. Build and confirm port mapping
6. Create new WFO port subs
7. Modify WFO service subs
8. Terminate old WFO port subs
9. Delete old Netbox interfaces
10. Rename Netbox management interface
11. Refresh SNMP indexes via WFO task



orchestrator@545aaaee7092:~/etc/wfo-scripts$ python cper-migration.py

Enter device name:  edge1-ucc-beaufort
Enter new asset tag: 36657

Checking NetBox for device type 'ACX7020-AC'...

Found device type: ACX7020-AC

--- Device Information ---

Name:           edge1-ucc-beaufort
New asset Tag:  36657
New type:       ACX7020-AC

Use these details? (y/n): y

Do you wish to continue in dry run mode? Enter 'REAL' to perform real migration, anything else to continue in dry mode:

Device information complete! Attempting to find WFO subscription to update...
Found matching subscription with ID 2382573b-4f33-4c6f-80e7-63497efb2be5

Modifying edge1-ucc-beaufort with new asset tag and device type in WFO/NetBox

[DRY-RUN] Would POST to https://OUR_WFO/api/processes/modify_node with payload: 
[{'subscription_id': '2382573b-4f33-4c6f-80e7-63497efb2be5'}, {'asset_tag': '36657', 'type_id': '30', 'node_status’: …
{'id': 'dry-run-id', 'last_status': 'completed'}

Device updated in WFO and NetBox!

*********************************

 User Input

User Input (optional)
 User Input



Migration script – 2/5

1. Modify WFO node sub
2. Validate sync state
3. Discover ports and services
4. Create new Netbox interfaces
5. Build and confirm port mapping
6. Create new WFO port subs
7. Modify WFO service subs
8. Terminate old WFO port subs
9. Delete old Netbox interfaces
10. Rename Netbox management interface
11. Refresh SNMP indexes via WFO task



*********************************
Check for objects in non-valid state...
Finding ports and services on this device...

Found active core / LAG port on device:  ge-0/2/1
Found active CoreLink subscription on device: edge1-ucc-beaufort
Found active port/LAG on device:  ge-0/1/0

Found active L2VPNPP subscription on device: cork1.ucc-beaufort.2257834d :: L2VPNPP 1000 Mbit/s

All ports and services are valid!

*********************************

Attempting to create ACX7020-AC interfaces on edge1-ucc-beaufort in NetBox...

[DRY-RUN] Would create port et-0/0/0
[DRY-RUN] Would create port et-0/0/1
[DRY-RUN] Would create port et-0/0/2
…
[DRY-RUN] Would create port et-0/0/19

Interfaces created in NetBox!

*****************************

All ports and services scanned.

********************************

Classifying ports per service type...
Classifying port:   ge-0/2/1 with 1 services - classified as CORE port
Classifying port:   ge-0/1/0 with 1 services - classified as L2VPN port

Classification results: 1 CORE, 0 IPT, 1 L2VPN, 0 L3VPN



Discovered 1 core ports to migrate
Found neighbour name   edge1-cork2 in [NN] edge1-cork2 xe-0/0/41 (1550nm)

Checking neighbour_type ACX5448-M in ['ACX5448-M', 'ACX7024-AC']
is_core_facing? True

Comparing current SG UCC Beaufort Research Lab with neighbour SG University College Cork Campus
is_same_site? False

Assigned single CORE link   ge-0/2/1 → et-0/0/18  (Rule 1)

Discovered 1 client ports to migrate

Assigned L2VPN port    ge-0/1/0 → et-0/0/0

All service ports re-mapped

Mapping of ports complete!
*************************

 - all services on ge-0/2/1 will be moved to et-0/0/18
 - all services on ge-0/1/0 will be moved to et-0/0/0

Is this mapping correct, and does it match the generated config? (y/n): y  User Input



Migration script – 4/5

1. Modify WFO node sub
2. Validate sync state
3. Discover ports and services
4. Create new Netbox interfaces 
5. Build and confirm port mapping 
6. Create new WFO port subs
7. Modify WFO service subs
8. Terminate old WFO port subs
9. Delete old Netbox interfaces
10. Rename Netbox management interface
11. Refresh SNMP indexes via WFO task



[DRY-RUN] would create new port subscription for  et-0/0/18

[DRY-RUN] find sub for new port
[DRY-RUN] setting UUID for new port to 12345678

Port subscription created
*************************
Migrating services from ge-0/2/1 to et-0/0/18.

 Modifying CORE service cork2.ucc-beaufort.f1b186e8 edge1-cork2 xe-0/0/41 <-> ge-0/2/1 edge1-ucc-beaufort to use new port...

 Sending new data to WFO to https://OUR_WFO/api/processes/modify_core_link: …

 Terminate old port

 Terminating ge-0/2/1 on edge1-ucc-beaufort in WFO
…
Port subscription created

*************************
Migrating services from ge-0/1/0 to et-0/0/0.

 Modifying L2VPN service cork1.ucc-beaufort.2257834d :: L2VPNPP 1000 Mbit/s to use new port...

 Sending new data to WFO to https://OUR_WFO/api/processes/modify_l2vpn_pp: …

 Terminate old port

 Terminating ge-0/1/0 on edge1-ucc-beaufort in WFO
…
Port terminated

***************



Migration script – 5/5

1. Modify WFO node sub
2. Validate sync state
3. Discover ports and services
4. Create new Netbox interfaces 
5. Build and confirm port mapping
6. Create new WFO port subs
7. Modify WFO service subs
8. Terminate old WFO port subs
9. Delete old Netbox interfaces
10. Rename Netbox management interface
11. Refresh SNMP indexes via WFO task



Delete old interfaces from NetBox

Deleting old interface ge-0/0/0
Deleting old interface ge-0/0/1

…
Deleting old interface xe-0/3/1

All old interfaces deleted

**************************

Renaming local management interface

[DRY-RUN] Would update NetBox interface: re0:mgmt-0

Renamed local management interface

**********************************

Refreshing SNMP i/f indexes
Refreshing SNMP indexes for all ports on edge1-ucc-beaufort in WFO

[DRY-RUN] Would POST to https://OUR_WFO/api/processes/update_snmp_if_indexes with payload: ...
[DRY-RUN] Skipping workflow polling — assuming completed

SNMP ifIndexes refreshed

Icinga and Cacti monitoring regenerated

***************************************
Migration completed successfully



CPER – the end result

1. Asiera Check Subscription in Sync

2. Asiera Configuration Generation : Modify Workflow
 
3. Partner goes to site with new appliance

4. Asiera Day of Migration – Run The Migration Script

5. Migration Complete

3 migrations per day   vs.  2 migrations per week!

As of the end of September 2026 – 178 migrations completed!



Inventory management

▪ Server inventory for fleet management: Foreman
• Lots of automation
• Few edge cases of devices that are manually added

▪ Previously: Microsoft workflow and local script
• Highly resilient

▪ Then: Microsoft changed licensing so €€€

▪ Now: replace with WFO task
• Not highly resilient, but simple to retry on failure



Testing

▪ Run each workflow

▪ Not reliable to run on live devices

▪ Credit to Mark of SURF – skip_config

▪ Fixtures for data – note use of strings rather than IDs





Testing



Testing



Testing

▪ Run automatically via Gitlab CI

▪ Wait for workflow to be “completed” or “failed”

▪ Return status

▪ Other staging services can be unreliable

▪ But still very useful to prevent regression bugs



Testing - success

▪ Run automatically via Gitlab CI

▪ Wait for workflow to be “completed” or “failed”

▪ Return status

▪ Other staging services can be unreliable

▪ But still very useful to prevent regression bugs



Testing - failure

▪ Run automatically via Gitlab CI

▪ Wait for workflow to be “completed” or “failed”

▪ Return status

▪ Other staging services can be unreliable

▪ But still very useful to prevent regression bugs





Thank you!

Any more questions?
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