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Agents and A2A



Where we started

Situation at start of 2026

- Working vector search in development version of WFO
- Anexperimental agent implementation in orchestrator-core
- An experimental chat implementation in the WFO GUI



Deliver a constellation of Al agents that
can troubleshoot incidents and automate
a range of use cases.

Reduce the workload on first-line
helpdesk staff for the fixed network and
should also improve the quality and
speed of incident response.



Build the Agent-to-Agent interface in the Workflow
Orchestrator

Upgrade the current Agent to a Graph Agent

Add observability: see what agents actually say to each other
Pick and set up an Agent-to-Agent system that likes
Kubernetes

Build Al Agents for network troubleshooting and resource
retrieval

Build the MCP servers those agents run against
Document the architecture and code

Spread the word: talks, workshops, meetings






WFO integration landscape Simplified SURF stack

Current situation
WFO frontend
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WFO backend

Workflow Orchestrator
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FIRST: What is an agent?

A system prompt, running on a model of choice, that has access to a
specified set of MCP tools.

It's mostly stateless and remembers only one session.



WFO integration landscape Simplified SURF stack

Target situation: every system exposes an MCP server, each with its own agent
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ShopVirge and WFO landscape

Current situation

Simplified Virge stack

GUI webshop »,

one instance per subscription,
sometimes more than one per customer

4—> ShopVirge backend
headless e-commerce

WFO backend <4—»( WFO frontend
Workflow Orchestrator



ShopVirge and WFO landscape

Target situation: both backends expose an MCP server (FastMCP), each with its own agent

Simplified Virge stack

MCP server
FastMCP

ShopVirge backend PEEEEE

headless e-commerce

GUI webshop »,

one instance per subscription,
sometimes more than one per customer

(Lonestr Jo—>

WFO backend <4—»( WFO frontend
Workflow Orchestrator

MCP server
FastMCP




MCP servers

An MCP (Model Context Protocol) server is a small
program that exposes tools, data, or prompts to an
Al model through a standardized interface, so the
model can do things like query a database, read
files, or call an API.

Think of it as a universal adapter any Al client that
speaks MCP can plug into any MCP server without
custom integration code for each palrlng S



MCP Implementation choices / challenges

Stay close to the REST / c For FastAPl we recommend
OpenAPI spec? FastMCP

° Determining the level of 0 Authorisation is shared with
documentation and: share the REST endpoints

where possible with
OpenAPIl docs



orchestrator-core - /mcp

23 MCP tools, generated from FastAPI routes

Workflows & processes

list_workflows
get_workflow_by_id
get_workflow_form

create_workflow MD

resume_workflow_process D
abort_workflow_process @Eatiane)
get_process_status
list_recent_processes
get_process_status_counts

Product catalog

list_products
get_product
get_product_block
get_resource_type

Subscriptions

list_subscriptions
get_subscription_details
get_subscription_domain_model
get_subscription_available_workflows

AI / hybrid search

search

aggregate
discover_filter_paths
get_valid_operators
resolve_entity
export_query

20/ 23

tools are read-only; 2 write, 1

destructive

Tag a route, get a tool

Routes tagged agent-exposed become tools.
The operation_id is the name, the docstring
the description, the Pydantic model the
schema.

Same auth as REST

Calls run in-process through FastAPI with the
bearer token forwarded, so
Depends(authorize) applies.

Opt-in

Install the [mcp] extra and set
MCP_ENABLED=True. Served over streamable
HTTP.

Source: github.com/workfloworchestrator/orchestrator-core (orchestrator/core/mcp/server.py, docs/reference-docs/mcp.md)



How to run Agents

Kagent

Lets you define agents as Kubernetes

custom resources, and a controller then
spins up whatever is needed to run them

inside your cluster

Libre chat

A self-hosted chat GUI whose built-in
agent builder lets you combine any LLM
model with MCP tools, file search and
code execution into reusable agents
without writing code.

Docker agent

Formerly cagent, it runs single or
multi-agent teams from a declarative
YAML file. lets you push and pull agents
through OCl registries like container

images.

Hermes
Slack

Self-hosted agent that runs as a
It acts as the front end and event long-lived process with
source, so agents built as Slack apps persistent memory and
can be triggered by messages and self-created skills, reachable
mentions, read channel context, and from the terminal or through a
reply or take actions right where the messaging gateway such as

team already works.

Telegram, Discord or Slack.



RUNNING AGENTS

Kagent vs Docker Agent

Kagent

Kubernetes-native framework: agents, model
configs and tool servers are custom resources
managed with kubectl

A controller watches those resources and spins up
the pods that run each agent inside the cluster
Ships MCP tools for Kubernetes, Helm, Istio, Argo,
Prometheus and Grafana, so agents can operate
infrastructure

Works with OpenAlI, Anthropic, Azure, Vertex Al,
Ollama or any model behind an AI gateway

Built for DevOps and platform teams: observability

via OpenTelemetry, a web UI and a CLI

Docker Agent

Formerly cagent; a Docker CLI plugin bundled with
Docker Desktop, started with docker agent run
Agents are defined declaratively in a YAML file:
model, instructions and toolsets, no code needed
Multi-agent teams where a root agent delegates
tasks to specialist sub-agents

Tools via MCP, including containerized servers from
the Docker MCP Gateway and catalog

Agents are packaged as OCI images, so you push
and pull them from Docker Hub like any container

As a server, you can expose any agent defined in

your YAML over A2A. m



RUNNING AGENTS

LibreChat

Agents and tools

No-code agent builder: combine a model,
instructions and tools into a reusable assistant
Connects to any MCP server, so agents can use
external tools and data

Skills: reusable instruction bundles that agents can
pick up

Sandboxed code interpreter for Python, Node.|s,
Go, Java, C/C++ and more

A2A (Agent-to-Agent protocol): not native yet, a
client PR was proposed; today via an A2A-to-MCP

bridge such as agentgateway

Platform

Multi-provider: OpenAl, Anthropic, Google, Azure,
AWS Bedrock, Mistral, Ollama and
OpenAl-compatible endpoints

Web search and chat with uploaded files across
providers

Multi-user with OAuth2, LDAP and email login,
moderation and token limits

Artifacts: renders React, HTML and Mermaid output
live in the chat

Self-hosted via Docker with an admin panel for

users and configuration



End result agent network troubleshooter

Output
User question Planner agent analysis Markdown
_p ] _p
Question about the network plans - delegates - combines Tab|e§
re-plans based on results Mermaid
JSON

A

A2A task 2 result

( A2Atask 2 result )

4

A2A task 2 result

Stats agent Customer agent WFO agent
fetches and interprets metrics what did the customer report? requests info from WFO
: : :
§ reads i searches i queries
v v v
Network statistics CRM + Jira WFO

telemetry - counters - logs customer reports - tickets - history work orders - scheduling - engineers



End result ShopVirge agents

LibreChat
Shop users pick content agents, admins pick WFO

BreinStein Fishfood agent
Lego domain and tone Internal knowledge base

WFO agent
Admin: tenants, workflows

Catalog and content writes, validation, drafts

ShopVirge backend
FastAPI, FastMCP, PostgreSQL

! WFO backend
FastMCP, subscriptions

ShopVirge agent } 1

GUI webshop
One instance per subscription, provisioned by WFO

Left: content lane for shop users. Right: admin lane. Coral: backends with MCP servers.






Example 1: query WFO and Netbox MCP

how many active nodes are there: give me a table of the node names and the ipv4 + ipv6 address

£3 WFO Agents

To determine the active nodes and list their corresponding IPv4 and IPv6 addresses, | need to query NetBox for inventory
data related to the devices. Let's proceed with that.Here is the table of all active nodes along with their IPv4 and IPv6

addresses:
Node Name IPv4 Address IPv6 Address
asd001f 10.0.127.4/24 fc00:0:0:127::4/64
clab-orch-demo-ams-pe 10.0.1271/24 fc00:0:0:10::/127, f¢00:0:0:127::1/64
clab-orch-demo-lon-pe 10.0.127.3/24 fc00:0:0:10::3/127, f¢00:0:0:127::3/64

clab-orch-demo-par-p 10.0.127.2/24 fc00:0:0:10::1/127, fc00:0:0:10::2/127, fc00:0:0:127::2/64



Example 2: use actual network tools

Can you do a ping test on the clab-orch-demo-lon-pe corelink? Ipv4/ipv6 and do it 10 times print X
Also print a table

results in a linechart (speed on y, time on x)

&) =
& GPT-6Luna © GPT-6Luna

£ Ran3actions -networkx3 v
IPv6 ping results

| ran 10 IPv6 pings from clab-orch-demo-lon-pe to its core-link peer, fc@0:0:0:10::2 . All 10 succeeded: 0% loss,
From clab-orch-demo-lon-pe to core-link peer fc00:0:0:10::2:

average RTT 5.317 ms (min 2.937, max 8.931 ms).

The chart plots RTT (latency) in milliseconds—ping measures latency, not link speed—against ping sequence (roughly one

ping per second).

mermaid

Summary: 10/10 received, 0% packet loss; average RTT 5.317 ms (min 2.937, max 8.931 ms).

T T T T

4 5 6 7
Ping sequence (-1 s intervals)

IPva: There's no IPv4 address configured on the core-link interfaces, so there isn't an IPv4 link endpoint to ping. |
attempted to ping the peer’s IPv4 loopback (10.0.127.2), but the request timed out before returning a result; | can't

provide a 10-ping IPv4 chart.




Example 3: ShopVirge content with “BreinStein”

BreinStein is our Lego agent, naming credits:O. Steenhuizen

P Breinstein [0 [1 ® Basic info

Set number (variant): 42009-1
®0. Rene Dohmen

Can you give me info about 42009 Name: Mobile Crane MK I

Theme: Technic
Year released: 2013
BreinStein Part count (Rebrickable): 2,607

/2 Used 3 tools — rebrickable, brave-search v Minifigures: none
Here's the official data and a brief summary for LEGO set 42009. Links

Rebrickable page (inventory & images): https

Official LEGO building instructions page: |
Notable features (from official description and reviews)

Large motorized Technic mobile crane with 8-wheel steering.

Includes LEGO Power Functions motorized functions: extendable outriggers, lowering feet and extend/raise
crane arm, plus a retractable winch.

Boom can extend very long (advertised as up to0 77 ¢m /30 in).

Two-in-one rebuild: can also be rebuilt into a container stacker / truck.

One of the largest Technic sets of its release year — a complex, playably engineered model for advanced
builders.

Availability / price status

The set was released in 2013 and is retired (no longer sold on LEGO.com). Current market availability is
secondary-market (retailers, Amazon, eBay, Bricklink, etc.), and prices vary by condition (new/boxed vs
used). See the links below for price history and listings.

Sources

Data: Rebrickable (set details & inventory): https:/ 3.com

Official LEGO product page (retirement notice & feature summary): hitps

oduct/r e mk-ii 09




Evals

When one of the agents is changed this could have a negative effect on the
whole constellation.

Evals make agent quality measurable

01 02 03

Build a task suite Run every task often Grade the outcome

Real tasks from your Agents are Code checks where you

domain, each with a nondeterministic, so can, model graders with a

known good outcome to run several trials and rubric where you can't,

check against. report pass rates, not humans to spot check.
single wins.

Track per run Cost per task Steps and tool calls

P4

Compare and gate

Score every prompt,
model or tool change
against a baseline and
block regressions.



Roadmap

- Improve agent performance with more evals
- Moredocs

- Autorisation

- Fill out forms automatically

- Autodiscovery of agents



Thank youl.




